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• 2007 IJIS Institute PMP Committee Survey:

AAUTHENTICATIONUTHENTICATION OFOF DDATAATA UUSERSSERS

y
• Disclosing PDMPs:

– Require out of state data requesters to meetq q
same requirements as within disclosing state

– But want requesting PDMPs�’ to authenticate the
users in requesting state.

• BUT PDMPs have different requirements and
dprocedures.

• 2009 Survey Update �– differing requirements
d d dand procedures expand.



EXAMPLE 1: Registration & Renewal
2006 31 States 2009 38 States2006 31 States 2009 �– 38 States
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EXAMPLE 2: Requesters Must Submitq

Signed Applic

PRACTITIONER

Privacy Stmt

Notarized Applic

DEA/Lic # -Not
copies

Notariz DEA/Lic
#

PRACTITIONER

Drivers lic
Date of Birth

Place of Emp.
copies

DEA Prefix

ORI # (from FBI)

Drivers lic
copy/#

0 2 4 6 8

DEA Prefix



EXAMPLE 3: How PMPs Verify Applications?

Phone
Employer/Office

Check Email

Phone
Practitioner

Drivers lic # - Ck
St Transp Dept

Check Email
Address

Mail Passw ord

p p

Match 4 digit

Convic/Disciplin
Record Check

0 0.5 1 1.5 2 2.5

SSN 



Allia Those out-of-state data requesters must meet same requirements  as 
within disclosing stateAAUTHENTICATIONUTHENTICATION OFOF DDATAATA UUSERSSERSwithin disclosing state 

nce of States with Prescription Monitoring Programs

• 2009 �– SAMHSA established NASPER Funding

AAUTHENTICATIONUTHENTICATION OFOF DDATAATA UUSERSSERS

g
Grants:

–Appendix F �– Minimum Requirements forAppendix F Minimum Requirements for
Authentication and Certification

• SAMHSA accepted almost all of the Alliance�’s• SAMHSA accepted almost all of the Alliance�’s
recommendations for modifying the proposed
minimum requirementsminimum requirements.

• THANK YOU, SAMHSA
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Questions for NASPER Grants:
l l f dExample 1: Apparently a PMP receiving NASPER funds

cannot disclose data to a requesting PMP unless:
• Both states meet NASPER authentication requirementsBoth states meet NASPER authentication requirements.
• Both states have an approved NASPER grant.
• Can this change to encourage interstate data sharing?g g g
Example 2: NASPER requires notarized applications for
access to PMP data.

• Some states require notarized applications for
professional health care licenses.

• Can the license application substitute for notarizing theCan the license application substitute for notarizing the
data access application?
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Oth A th ti ti I
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Other Authentication Issues:

• Example 1: What can PDMPs learn from
authentication/certification methodologies of
other data systems?

• Example 2: Is security jeopardized if PMPs
establish data users�’ IDs and their passwords
on line?
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Committee on Authentication of PMPCommittee on Authentication of PMP

Topics:

Data UsersData Users
p

• With Steve Bruck, review other data systems�’
authentication procedures.

• Identify �“Best Practices�” for PDMP
authentication.

• Draft Guidelines for PDMPs minimally• Draft Guidelines for PDMPs minimally
acceptable up to best practices.

• Report to ASPMP annual meeting in October.p g
• Work with SAMHSA on NASPER minimum
requirements.
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Data Element Changes?

S S d d i l d d• ASAP Standard now includes new data
elements, for example, method of payment,
d ID f d i ff i kiand ID of person dropping off or picking up

the prescription.

• The data elements list in the Model Act
doesn�’t include these changes.



PDMP MPDMP MODELODEL AACTCT

Out of State and Mail Order Pharmacies?

PDMP MPDMP MODELODEL AACTCT

Out of State and Mail Order Pharmacies?

• Mail order pharmacies and regular pharmacies
are increasing out of state prescription shippingare increasing out of state prescription shipping.

• The Model Act does not adequately address this
issueissue.

Data Security

Th f PDMP d t it h i d• The focus on PDMP data security has increased
since the Model Act was last updated in 2002
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2007 IJIS Institute PMP Committee Survey
Report:p

• 5.5.3 �“Several states�’ survey comments /
explanations stated their laws prevent themp p
from sharing data with other PMPs�…�”

• �“Other PMPs reported their laws do not permitp p
bulk transfer of data�…�”

• The Model Act does not have language on
these issues.
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2007 IJIS Institute PMP Committee Survey
R

PDMP MPDMP MODELODEL AACTCT

Report:
• �“The findings from Questions 2, 3, 6 and 7
indicate there is wide variation betweenindicate there is wide variation between
PMPs regarding the types of end users
who have access to PMP data.�”

• The answers to these same questions
also reveal a wider variation between who
h t li it d t d hhas access to solicited reports and who
has access to unsolicited reports.�”



Intrastate Sharing Practices and Permission

* S li it d ** Solicited *
(IJIS Institute PMP Committee Survey 2007)
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Intrastate Sharing Practices and Permission *

Unsolicited *Unsolicited
(IJIS Institute PMP CommitteeSurvey 2007)
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Wh h M d l A d f d idi
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• When the Model Act was drafted, providing
data to prescribers and pharmacists was new.
Th h M d l A d �’ id l• Thus, the Model Act doesn�’t provide language
regarding unsolicited reports to prescribers or
pharmacists only to law enforcement andpharmacists, only to law enforcement and
regulatory agencies.

• Documents supporting the Model Act don�’t• Documents supporting the Model Act don t
explain the importance of both solicited and
unsolicited reports.unsolicited reports.
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Many PDMPs claim to follow �“Public Health�” model.
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• Public Health agencies do disease surveillance,
collecting data from laboratories and clinicians like
PDMPs collect Rx data.

• PH agencies provide requested information to
practitioners and pharmacies like solicited reports.

• However, PH agencies proactively intervene when, g p y
diseases appear:
– Notify health care providers �– like sending
unsolicited reportsp

– Inform all agencies, including law enforcement.
– Do contact tracing,
Quarantine ill persons– Quarantine ill persons
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• Many PDMPs cannot proactively intervene
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when data identifies probable illness, i.e. abuse
and addiction to drugs.
Th t f ll i �“P bli H lth�” d l• They are not following a �“Public Health�” model.

Specifically:
• CDC has identified an epidemic of deaths due• CDC has identified an epidemic of deaths due
to unintended drug poisoning (overdoses)

• Prescription opioids are a major factorPrescription opioids are a major factor.
• A high percentage of the deaths are for persons
with a history of substance abuse. (Paulozzi Senate Testimonyy ( y
March 2008)
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• 5.2 million people admitted using pain
relievers nonmedically in 2006 (NSDUH)
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relievers nonmedically in 2006 (NSDUH).
• 26,400 unintentional drug poisoning deaths in
2006 �– a rate of 8 8 per 100 000 population in2006 a rate of 8.8 per 100,000 population in
the US.

• At least half, 13,200 deaths are estimated to, ,
have involved prescription opioids.

• Conservatively, if we estimate only 10,000
l d d h d hinvolved opioids, the death rate among

nonmedical pain reliever users was 192.3 per
100 000 or 22 times higher than for the100,000 or 22 times higher than for the
general public.
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• PDMP data can identify persons who may be

d ll d (

PDMP MPDMP MODELODEL AACTCT

nonmedically using prescription opioids, (or
obtaining opioids to sell to such persons).

d ll h h h• Persons nonmedically using have a very high
risk of overdose and death.

bli h l h ibili i di h• Public health responsibilities dictate that
PDMPs proactively intervene �– like any other
epidemicepidemic.

• This requires, at minimum, state authority to
send unsolicited reports and funds to analyzesend unsolicited reports and funds to analyze
data and to distribute reports.
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• The people dying now are different than during
th i ( d ll ) h i id i
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the previous (and smaller) heroin epidemics.
• More are white than African American.
• The death rates are just as high in rural areas,
villages, small cities, and medium cities as in
l t l itilarge central cities.

• More in their 40s die than in their 20s and 30s.
• If PDMPs don�’t proactively intervene, friends,
neighbors, family members, and co workers

di h th i li i ht h bmay die �– when their lives might have been
saved.
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Issues 1:
• Should the data elements list be updated: e.g. add
source of payment?source of payment?

• Should PDMPs require out of state pharmacies to
submit data?
Sh ld PDMP i i il d• Should PDMPs require in state mail order
pharmacies to report all prescriptions, regardless
of state to which shipped?

• Should PDMPs have authority to share data in
bulk, e.g. so a mail order pharmacy could submit
Rx to PDMP where located; and that state send Rx;
to other PDMPs based on patient addresses.
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I 2Issues 2:
• How should authority to share data with other
PMP b bli h d ( k PMIX dPMPs be established (to make PMIX data
exchange possible)?
H h ld h i id b h li i d• How should authority to provide both solicited
and unsolicited PDMP reports be established?
Wh t d t it i i h ld b• What data security provisions should be
included in the Model Act, if any?
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• The public needs access to information aboutThe public needs access to information about
each PDMP.

• PDMPs need more detailed information about• PDMPs need more detailed information about
each other, and so do the Federal partners.

P i l fil i f i k h• Previously, profile information was kept on the
NAMSDL website.

• The new PMP Alliance website is the logical
location for this information.
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Phase I:Phase I:
State profiles for public access on PMP Alliance
website �– Fall 2009website Fall 2009

• Profile Template for public access developed.
• TTAC will populate as many data elements as• TTAC will populate as many data elements as
possible to save time for PDMP administrators
�– enough surveys already.enough surveys already.

• TTAC will forward partially filled in profile to
each PDMP to review, revise, and completeeach PDMP to review, revise, and complete
(Excel Document).
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Phase II:Phase II:

• Develop more detailed profiles for PDMPs and
Federal partnersFederal partners.

• Spring 2010


